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TALKING PAPER

IG/CM ORGANIZATIONAL STUDY

" BACKGROUND:

L = Eihls study, together w1th the companlon study done by',~ﬁ
" the Interagency Group on Counterintelligence, constitutes - S
i{the second and final phase of the. Executive Branch's responseﬂﬁ’*w_-
to NSDD 2-82, which called for a review of the ‘policies,. v~:nqiz£;‘-
capabilitie and organization of the Government to detect and - = ' .
counter the threat posed by hostlle 1ntelllgence collectlon gg S

L - Th1s study has done somethlng that has not been done

. before. It has surveyed all of the Government's countermeasures .
‘programs from an organizational standpoint. These include. - . - |
the more general programs. with which you are all familiar; - .0 -]

4nsecur1ty classification, personnel security, and physical -

security measures, as well as those more narrowly focussed .

‘programs of which there is less appreciation, such as those ,

that ‘provide us warning of hostile 1nte111gence collectors, o .

Land those that protect our ports and a1rways :] /&

o - If one takes the time to read the report, or even ‘the -
“r:Executive Summary, a number of thlngs become apparent"f~iy_5“

0 -2 our program is overall a- comprehen51ve ‘oria: “we ‘came
“across no evidence of hostile collection threats that were - ==~
‘not being addressed 1n some: manner w1th1n the Governement,ﬁ_}ﬂgﬁygéw

'“ ' ;- there are many dlsparate elements 1nvolved, ranglng
from the Coast Guard to the Offlce of Personnel Management--i¢, -

RO - there is no overall management of U S. countermeasures,ﬂ-”
., nox does one appear fea51ble or desirable; . : S : ,

T there are facets of these programs, however, that Eff'
,~~"would probably benefit from uniform policies and procedures »
‘{where none exist now, and from. greater 1nteragency coordlnatlon,"

R - there may also be advantages in looklng at these
,‘programs as a whole in terms of assessing where resources:
o-7. .should be placed, and in what priority. Very little of thls'
'~ - sort of analysis is performed today. Indeed, for some of -
. ~these countermeasures programs, one finds that resources are -
. not apportioned specifically in support of such functions. ,
" 'Thus, one has a difficult situation at the outset in even L
. identifying those resources that should be increased or '~ . - 1.
reduced ‘in the 1nterests of 1mprov1ng overall securlty.,
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- Some of the countermeasures descrlbed in the report are
uridertaken primarily for other than countermeasures purposes:
. for example, the warning mechanisms discussed in the report
are used primarily for warning of hostile m111tary actions
against the United States, but they also provide warning of
. the presence of potentlal 1ntelllgence-gather1ng platforms., ‘
. - Other of the programs descrlbed in the study are focussed
on how we deal with particular types of hostile- collectlonugfj.h
threats as opposed to the more general measures we take to
protect cla551f1ed 1nformat1on from dlsclosure. - .

. The recommedatlons contalned 1n the study do not, for the'
most part, dictate immediate change. They do, however, - :
provide the IG/CM and SIG(I) with an ample agenda to gu1de ,
many of our future efforts. 1In short, as the report states, . :
it should be taken as the start, not the conclusion of a &
continuing process ‘to 1mprove the securlty posture of the
Government. ‘ : . :
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